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Formal methodstools have greatly influencedour abil-
ity to increasehereliability of softwareandhardwaresys-
tems.Extendedypecheclers,modelcheclersandtheorem
provershave beenusedto detectsubtleerrorsin prototype
codeandto clarify critical conceptdn systemdesign. Au-
tomatedtheoremproving now hasthe potentialto supporta
formal developmentof reliablesystemsat the samepaceas
designghatarenotformally assistedprovidedit is engaged
attheearlieststagef designandimplementation.

An engagemenbf deductve methodsat this stagede-
pendson a formal languagehatis ableto naturallyexpress
theideasunderlyingthesoftwaresystemsaknowledgebase
of formalizedfacts about systemsconceptsthat a design
teamcanusein its discussionsand a theoremprover ca-
pableof integratinga variety of differentproof techniques
while providing assurancéor thecorrectnessf thejoint re-
sult.

The NuPRL Logical ProgrammingEnvironment(Con-
stableet al. 1986)is a framework for the developmentof
formalizedmathematicaknowledgeaswell asfor the syn-
thesis, verification, and optimization of software. It pro-
videsanexpressve formallogic (Martin-Lof 1984;Consta-
ble 1998) and a theorempraving ervironment(Constable
et al. 1986;Allen et al. 2000; NuPRL ) that supportsin-
teractive andtactic-basegroof development,extraction of
programdrom proofs,programevaluation,languagesxten-
sionsthrougha definitionmechanismandan extendabldi-
braryof verifiedalgorithmicknowledge.

Our goal is to demonstratehat the NuprL LPE is ca-
pableof supportingthe formal designand implementation
of large-scalehigh-performanceetwork systemsWe have
alreadyusedthe NuPRL LPE in the verification of proto-
colsfor the ENSEMBLE groupcommunicatiortoolkit (Kre-
itz, Hayden,& Hickey 1998; Hickey, Lynch, & van Re-
nessel999),in verifiably correctoptimizationsof ENSEM-
BLE protocolstacks(Kreitz 1999;Liu et al. 1999),andin
the formal designandimplementatiorof new adaptve net-
work protocols(Liu et al. 2001; Bickford et al. 2001a;
2001b).Currentlywe areworking on providing formal sup-
portfor thedevelopmenbf largedistributedembeddedys-
tems.

Our experienceshows that logical methodsthat have
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proveneffective in programsynthesisyerification,andop-
timizationcanbe madeto scaleupto largesoftwaresystems
by employing severallayersof formal abstractiorandcom-
positionalreasoningechniquesby building large libraries
of verifiedalgorithmicknowledge,andby continuouslyex-
pandingthe logical foundationsandautomatedroof capa-
bilities of thereasoningervironment.
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